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What is Special About Space 
Cyber-Security?

How should we study it?
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“RCMA” Method

Recognize

Unique physical 
needs affecting 
domain technology

1

Connect

Physical technology 
adaptations with 
their security 
implications

2

Motivate

Security needs in 
context of 
operational 
requirements

3

Adapt

Existing security 
practices to unique 
domain properties

4
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Case Study:
GEO 
Broadband 
Security
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Key Properties

VAST COVERAGE HIGH LATENCY REGULATED 
SPECTRUM

1
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The Experiments
2
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Signal Challenges

• Proper Equipment = Expensive

• Our Equipment -> Signal Errors
• Complex modulations

• Proprietary protocol modifications

• Solution: GSExtract
• github.com/ssloxford/gsextract

• Focus on the “easy” bits

• Brute force is cheap

• Accuracy not that important

2
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What’s Inside?

9 FORTUNE GLOBAL 
500 MEMBERS

6 OF 10 LARGEST 
AIRLINES

~40% MARITIME 
CARGO MARKET

GOVERNMENTAL 
AGENCIES

YOU?

3
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Privacy
3

Email Communications Crew Passport Data
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IoT & Maritime
3
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Aviation
3
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Why does this happen?
4

• Space is far and round-trip 
times (RTT) to GEO are long

• TCP especially troublesome 
because of the 3-way 
handshake

• ISP = Benevolent “attacker” 
snooping on your traffic

• But they can’t do this if you 
use a VPN
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QPEP: Mitigation
4

        
           

    
      

         
        

   
         

   
             

            
      

                   
      

  
   

        

              
                    

           
          

    

Contribute / Try It Out: https://github.com/ssloxford/qpep
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QPEP: Performance
4

IPERF Goodput vs. Transfer Size PLT over Alexa Top 20
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Bottom Line
4

Traditional VPN Encryption (OpenVPN) Encrypted PEP (QPEP)

~25 seconds ~14 seconds
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VSAT Case Study Takeaways

Recognize

Physical aspects of 
GEO broadband have 
required adaptations in 
network design (PEPs)

1

Connect

PEPs discourage over-
the-air encryption while 
physical coverage of 
GEO services benefits 
eavesdroppers

2

Motivate

Attackers can use 
inexpensive hardware 
to compromise 
sensitive infrastructure 
and transport networks

3

Adapt

Hybrid VPN+PEP 
model obviates 
security vs. 
performance tradeoff

4
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Let’s Talk 
LEO
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Properties of LEO Networks

MOBILE 
FOOTPRINTS

INTER-SATELLITE 
LINKS

LOWER 
ALTITUDES

1
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Security Connections

MOBILE 
FOOTPRINTS

INTER-SATELLITE 
LINKS

LOWER 
ALTITUDES

“ORPHAN” 
PERIODS

LINK SATURATION 
/ DESTRUCTION

RADIO 
INTERFERENCE

2
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Operational Motivations

“ORPHAN” 
PERIODS

LINK SATURATION 
/ DESTRUCTION

RADIO 
INTERFERENCE

3

DEVICE 
HIJACKING

DENIAL OF 
SERVICE

CENSORSHIP
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Possible Mitigations

“ORPHAN” 
PERIODS

LINK SATURATION 
/ DESTRUCTION

RADIO 
INTERFERENCE

LOCATION-AWARE 
PERMISSIONS

RESILIENT ISL 
ROUTING

SPECTRUM POLICY 
AGREEMENTS

4
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Concluding 
Thoughts

James Pavur - LEOCONN 21 22



Themes for Effective Space Security

Physicality

Interdisciplinarity

Adaptability

Questions/Thoughts?: 
james.pavur@cs.ox.ac.uk or james@pavursec.com
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